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About us

❖ Research consultancy that specialises in open source 

intelligence

❖ Currently undertaking risk consultancy research and analysis 

relating to nuclear non-proliferation, domestic and international 

security, public and private sector

❖ Our team brings together operation specialists and practitioners 

as well as academics
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❖ To know what is secret you must know what is openly available

❖ Information might be in unlikely places: Strava & Helmand Province, Afghanistan

❖ Consistency of observation is critical to understanding and explaining

❖ Many more things can be observed than there are resources to do so  

❖ The million channel universe: one to many and many to many communication

❖ What do we know, what do they know? Contest for capability & the knowledge 

high ground                                                                                          

❖ Impact on politics, diplomacy, law enforcement, the military & intelligence: 

lowering barriers

❖ Old and new entities doing OSINT. Convergence of journalism, diplomatic 

reporting & OSINT                                                                                                    
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❖ What’s next? 

❖ Quantum computing and AI

❖ The evolving nature of privacy: 

rights to - and ownership of –

information

❖ IoT 

❖ Data literacy 
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Search Engines and the Deep Web
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• Google: 92% UK 

share, and 88% in USA

• Yandex: 42% share in 

Russia

• Baidu: 66% market 

share in China

• Each of these search 

engines can only access 

a small portion of the 

information available 

online.



Getting more from Google
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Key principles for using search engines effectively

• Incognito mode: will prevent google from tailoring results 

based on previous searches.

• Don’t just use Google. Use other search engines (e.g. Bing) 

and country specific search engines, e.g. Baidu in China, 

Yandex in Russia, Never in South Korea

• If you use Google, don’t just use google.com / 

google.co.uk. Use country-specific domains - a list is available 

here https://en.wikipedia.org/wiki/List_of_Google_domains

https://en.wikipedia.org/wiki/List_of_Google_domains


Getting more from Google
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Challenges of using search engines

• Different spellings of words, e.g. “ise” versus “ize” endings

• Different names used, e.g. Islamic State, ISIS, ISIL, IS, Islamic 

State of Iraq and Syria, Islamic State of Iraq and al-sham (as-

sham)

• Translation and transliteration issues, e.g. when performing 

searches in multiple languages

• Names, e.g. individuals using different names/nicknames on 

different social media sites (e.g. Stephen Yaxley-Lennon-> 

Andrew McMaster, Paul Harris, Wayne King, Tommy 

Robinson)



Search Engines
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Different spellings of names is a significant due diligence OSINT 

and record-keeping challenge

• Muammar Qaddafi

• Moammar Gaddafi

• Moammar Gadhafi

• Muammar el-Qaddafi

• Moammar Kadafi

• Muammar Gaddafi

• Muamar AlQadafi

• Moammar El-Gadhafi

• Muamar Khadafy

• Qadhafi

• Al Gathafi

• Al-Gaddafi

• In fact there is a website 

giving the top 112 

spellings of the name!

http://www.westword.com/news/top-112-spellings-of-moammar-gadhafi-or-gaddafi-or-qaddafi-or-kadafi-5875642


Getting more from Google
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Getting more from Google
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Basic Boolean Operators

• “  ” searches for specific phrase 

e.g. “Extinction Rebellion”

• OR/AND can show results for either of the phrases

e.g. “University of Exeter” OR UOE || “Extinction Rebellion” AND London

• NOT (also minus sign) excludes keywords from results

e.g. “Extinction Rebellion” -UK

• () combine with OR and “ ” for multiple search terms

e.g. (“University of Exeter” OR “UOE”) AND (“XR” OR “Extinction Rebellion”)

• * wildcard

e.g. heat* would give heat, heated, heating, heater etc. (also good for dates)

• Make use of Google Guide - http://www.googleguide.com/

http://www.googleguide.com/


Getting more from Google
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Site Search Example
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Link Search Example
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• Link searches can uncover networks of connected sites



filetype: Search Example
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filetype: Search Example
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Carrot2 – Clustering search engine



Metasearch Engines



When stuff goes missing…
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Image Searching
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Image searching has a number of applications for OSINT

1. Identifying Individuals: if you identify a picture of an 

individual online you can reverse search it to potentially find 

social media profiles and other information tied to their picture.

2. Identifying Organizations: you can reverse image search 

pictures of companies and buildings to potentially identify their 

physical locations an other useful information.

3. Verify Documents: image searching can help verify 

documents, e.g. identity documents and other privileged 

information.



Why is Image Searching Important?
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Why is Image Searching Important?
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New York Times front pages since 1852.

https://vimeo.com/204951759


Image searching – the big picture

Source:

Verification Handbook for Disinformation and Media 

Manipulation, ed. Silverman, C., 2020

https://datajournalism.com/read/handbook/verification-3


Reverse image Searching - Google
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Reverse image searching - InVid
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Analysing images from 
tweets with InVid

https://twitter.com/adinaapintilie/status/1144162174794903552/photo/1
https://www.invid-project.eu/


Big image Searching

31



More maps – Living Atlas

https://livingatlas.arcgis.com/wayback/?ext=-3.54134,50.73144,-
3.53635,50.73351&localChangesOnly=true

Q-Step in time

https://livingatlas.arcgis.com/wayback/?ext=-3.54134,50.73144,-3.53635,50.73351&localChangesOnly=true


Liveuamap
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What is Social Media Intelligence?
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Definition:

“Social media intelligence refers to the insights 

generated from analysing information collected from 

social networks”



Social Media Intelligence Sources
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There are a whole range of  social media sources, including – but 

not limited to:

• Social Networks (e.g. 

Facebook, Twitter, 

Instagram)

• Forums

• Message board (e.g. 

Reddit)

• Blogs

• Comment platforms (e.g. 

Disqus)

• Social wikis

• Social bookmarking sites

• Image sharing platforms

• Social curation

• Review and ratings sites

• Location networks

• Dating apps/websites

• Amazon wedding gift 

lists



The Social Media Landscape
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Source: The Micro Focus Blog

https://blog.microfocus.com/how-much-data-is-created-on-the-internet-each-day/


Open and closed platforms



Open and closed platforms



Open and closed platforms

• Open platforms, in theory are much easier to search
• But risk that privacy settings change or political 

conditions change which limit access



Searching Social Media with Search Engines



Twitter Advanced Search
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When tweets go missing…



Trendsmap



#onemilliontweetmap



Bots and inauthentic activity



Bots and inauthentic activity
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Miracle tools

Source: The New 
Yorker, 2012

https://www.newyorker.com/tech/frontal-cortex/why-smart-people-are-stupid


Metadata

https://twitter.com/JOE_co_uk/
status/596437186045575168

https://twitter.com/JOE_co_uk/status/596437186045575168
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{
"_id" : ObjectId("576ed4b31768d61dc4c377c2"),
"body" : "“@JOE_co_uk: Exclusive pic of Nigel Farage 

arriving at his local polling station earlier today... #GE2015 
http://t.co/53HcCVxbGx” lol",

"inReplyTo" : {
"link" : 

"http://twitter.com/JOE_co_uk/statuses/596437186045575168"
},
"retweetCount" : 0,
"generator" : {

"link" : "http://twitter.com/#!/download/ipad",
"displayName" : "Twitter for iPad"

},
"twitter_filter_level" : "low",
"gnip" : {

"matching_rules" : [
{

"tag" : null,
"value" : "#GE2015 lang:en"

}
],
"language" : {

"value" : "en"
},
"urls" : [

{
"url" : "http://t.co/53HcCVxbGx",
"expanded_status" : 200,
"expanded_url" : 

"http://twitter.com/JOE_co_uk/status/596437186045575168/phot
o/1"

}
]

},
"favoritesCount" : 0,
"object" : {

"postedTime" : "2015-05-08T23:38:32.000Z",
"summary" : "“@JOE_co_uk: Exclusive pic of Nigel Farage 

arriving at his local polling station earlier today... #GE2015 
http://t.co/53HcCVxbGx” lol",

"link" : 
"http://twitter.com/dal_30/statuses/596821517951991808",

"id" : "object:search.twitter.com,2005:596821517951991808",
"objectType" : "note"

},
"actor" : {

"preferredUsername" : "dal_30",
"displayName" : "darren mallette",
"links" : [

{
"href" : null,
"rel" : "me"

}
],
"twitterTimeZone" : "London",
"image" : 

"https://pbs.twimg.com/profile_images/3546410430/07d802363
189c84e095cb24bcb39c6f0_normal.jpeg",

"verified" : false,
"location" : {

"displayName" : "london",
"objectType" : "place"

},
"statusesCount" : 6941,
"summary" : "rugby union / league nut who happens to 

like Basketball, Ice Hockey,tna, wwe and miami dolphins. go 
figure!",

"languages" : [
"en"

],
"utcOffset" : "3600",
"link" : "http://www.twitter.com/dal_30",
"followersCount" : 195,
"favoritesCount" : 1052,
"friendsCount" : 1069,
"listedCount" : 7,
"postedTime" : "2012-01-25T15:56:06.000Z",
"id" : "id:twitter.com:474038706",
"objectType" : "person"

},
"twitter_lang" : "en",
"twitter_entities" : {

"symbols" : [],
"media" : [

{
"source_status_id_str" : "596437186045575168",
"expanded_url" : 

"http://twitter.com/JOE_co_uk/status/596437186045575168/phot
o/1",

"display_url" : "pic.twitter.com/53HcCVxbGx",
"url" : "http://t.co/53HcCVxbGx",
"media_url_https" : 

"https://pbs.twimg.com/media/CEb3olXWAAAUlwu.jpg",
"source_status_id" : 

NumberLong(596437186045575168),
"id_str" : "596436277270020096",
"sizes" : {

"small" : {
"h" : 260,
"resize" : "fit",
"w" : 340

},
"large" : {

"h" : 650,
"resize" : "fit",
"w" : 850

},
"medium" : {

"h" : 458,
"resize" : "fit",
"w" : 600

},
"thumb" : {

"h" : 150,
"resize" : "crop",
"w" : 150

}
},
"indices" : [

106,
128

],
"type" : "photo",
"id" : NumberLong(596436277270020096),
"media_url" : 

"http://pbs.twimg.com/media/CEb3olXWAAAUlwu.jpg"
}

],
"hashtags" : [

{
"indices" : [

98,
105

],
"text" : "GE2015"

}
],
"user_mentions" : [

{

"id" : 1854580777,
"indices" : [

1,
11

],
"id_str" : "1854580777",
"screen_name" : "JOE_co_uk",
"name" : "JOE.co.uk"

}
],
"trends" : [],
"urls" : []

},
"verb" : "post",
"link" : 

"http://twitter.com/dal_30/statuses/596821517951991808",
"location" : {

"displayName" : "Barking, London",
"name" : "Barking",
"link" : 

"https://api.twitter.com/1.1/geo/id/20bc436b37c1b13a.json",
"twitter_country_code" : "GB",
"country_code" : "United Kingdom",
"geo" : {

"type" : "Polygon",
"coordinates" : [

[
[

0.065775,
51.5114666

],
[

0.065775,
51.596571

],
[

0.189997,
51.596571

],
[

0.189997,
51.5114666

]
]

]
},
"twitter_place_type" : "city",
"objectType" : "place"

},
"twitter_extended_entities" : {

"media" : [
{

"source_status_id_str" : "596437186045575168",
"expanded_url" : 

"http://twitter.com/JOE_co_uk/status/596437186045575168/phot
o/1",

"display_url" : "pic.twitter.com/53HcCVxbGx",
"url" : "http://t.co/53HcCVxbGx",
"media_url_https" : 

"https://pbs.twimg.com/media/CEb3olXWAAAUlwu.jpg",
"source_status_id" : 

NumberLong(596437186045575168),
"id_str" : "596436277270020096",
"sizes" : {

"small" : {
"h" : 260,
"resize" : "fit",
"w" : 340

},
"large" : {

"h" : 650,
"resize" : "fit",
"w" : 850

},
"medium" : {

"h" : 458,
"resize" : "fit",
"w" : 600

},
"thumb" : {

"h" : 150,
"resize" : "crop",
"w" : 150

}
},
"indices" : [

106,
128

],
"type" : "photo",
"id" : NumberLong(596436277270020096),
"media_url" : 

"http://pbs.twimg.com/media/CEb3olXWAAAUlwu.jpg"
}

]
},
"provider" : {

"link" : "http://www.twitter.com",
"displayName" : "Twitter",
"objectType" : "service"

},
"postedTime" : "2015-05-08T23:38:32.000Z",
"id" : "tag:search.twitter.com,2005:596821517951991808",
"objectType" : "activity"

}
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The future is artificial

Biases
Capabilities

Smoke and mirrors
AI winter



Keeping informed

❖ Verification Handbook for 

Disinformation and Media Manipulation, 

ed. Silverman, C., 2020

❖ Faros Foundation OSINT resources 

dashboard

❖ UK OSINT Net

❖ The follower factory – NYT 

investigation

❖ Extensions:

❖ InVid

❖ FireShot

❖ Project Naptha

❖ RevEye

❖ Wayback Machine

❖ Crowd Tangle

❖ Twitter is your friend!

❖ @OsintCurious

❖ @LorandBodo

❖ @dutch_osintguy

❖ @i_intelligence

❖ @bellingcat

❖ @quiztime

https://datajournalism.com/read/handbook/verification-3
https://start.me/p/1kvvxN/faros-osint-resources
https://www.uk-osint.net/
https://www.nytimes.com/interactive/2018/01/27/technology/social-media-bots.html


Questions?
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Adina.Pintilie@ridgeway-information.com
@adinaapintilie

Just because you can conduct open source 

research doesn’t mean you always should.

mailto:Adina.Pintilie@ridgeway-information.com

